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Register TimeLog PSA with the Microsoft identity

platform

This document guides you through the workflow on adding the TimelLog PSA app in your Azure Active
Directory and creating the Timelog integration credentials.

In short is the installation done in five steps

1. Add/register the TimeLog PSA app in your Azure portal.
When adding the TimeLog PSA is it important to copy the Client secret and Application
(client) ID (page 6 in the attached PDF)
Both codes are to be used when establishing the connection between TimelLog and you BC

installation.

2. Install the TimeLog PSA app from BC Extension Marketplace

3. Run the TimelLog PSA setup in your BC installation via Assisted setup.
Copy the Tenant ID and Environment name to be used when establishing the connection.
See page 7 in the attached PDF.

4. Enable the TimeLog PSA application in your BC installation.

5. Establish the connection between TimelLog and the BC installation.
Here, the four copied pieces of information must be used.

Bullet 1 needs access to your Azure portal

Bullet 2, 3 & 4 needs system admin. rights in the BC installation

Bullet 5 needs system admin rights in the TimeLog installation

Prerequisites:

Installed MSAL.PS Powershell module.

User access need to be Global Administrator or Privileged Role Administrator

This workflow description is based on Microsoft Quickstart: Register an application with the

Microsoft identity platform

1.

Azure AD Application registration

Sign into azure portal (https://portal.azure.com) and search on 'App registrations'
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2. Register an application

Click '+ New registration'. Provide a 'Name' for application, set 'Supported account types' to
"Accounts in this organizational directory only".

In Redirect URI you select Web and add the URL for your Business Central on-premises browser
client and click 'Register' button to add the Timelog integration application.

o EETEC—

Home » App réqistrations

Register an application %

* Mame

Thi usas- facing display name for this application (this can be changed later)

[7mecgizs  Add your application name

Supported sccount types

Wha-car wrte this applization or access this API?

#) Acraunas in this organizational directary only (Eimelogeonnect anmicrosaft eam anly - Single tenant)

[:_-:' Arcaunts in any organizational directory (Amy Arare AD directory - Multitenant)

f:? Accounts in amy organizational directory DAny Aqure AD directory - Multitenant) and parsonal Microsolt scoounts (e.g. Siype, Xbow)
":? Perzonal Microsolt acocunts anby

Help e chease

Redirect LRI (optional)

We'Tl retum the authentication response. to this URI atter sucoesglully suthenncating the e, Providng this row is optionad and it can be
changed later. but a value is required for mest authentication scenarios.

| Wb w | | Bt snesscentral dynarics comOnuthLanding arm

Regeater an app yoane working on heot. Integrate gadery apps and other apps from outside your organizaton by adding from Enterpae
applcabonm

By proceeding, you agree to the Murosoft Platform Policws ¢ o
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3. APl permissions

Setup API permissions for the newly created application, go to 'API permissions' and click Add an
application:

L Search resources, services, and docs (G+/) elog2 @timelogconn. @
TIMELOG CONNETOR (TIMELOG... &

Home » App registrations > TSG Timelog PSA app

- TSG Timelog PSA app | APl permissions & X

[© search ‘ « () Refresh 2 Got feedback?

B overview

& Quickstart X
@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not

i Integration assistant reflect the value in your organization, or in organizations where this app will be used. Learmn more

Manage

Configured permissions
W Bianding & properties Applications are autherized to call APis when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

3) - Authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets - Add a permission ~ Grant admin consent for Timelog Connetor

T :
1ll Token configuration APL/ Permissions

AP| permissions

e Description Admin consent requ... Status

 Microsoft Graph (1) LLE

-
& Expose an API UserRead Delegated  Sign in and read user profile No L

Hi App roles

e To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,

F
dl. Roles and administrators
]

Manifest

Suppart + Trouhleshooting

In order to acquire tokens as application (used for automation APIs), click: 'Dynamics 365 Business
Central' - 'Application permissions' and mark “app_access” and “APl.ReadWrite.All”

Click Add permission

Request API permissions X

g |

Select permissions expand all

2 Start typing a permission to filter these results ‘

i Permission Admin consent required

" Other permissions (1)

. app_access (0 N
v es
| Access according to the application’s permissions in Dynamics 365 Business Central
1
' AdminCenter
r
D AdminCenter ReadWrite. All G ”
Bs
Full access to Admin Center AP
“ APL(1)
= APLReadWrite All (0 .
es
Full access to web services API
T\ Automation
Automation.ReadWrite. All (T
I:‘ Yes

Full access to automation

Add permissions
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4. Grand admin consent confirmation

After permissions are added, click 'Grant admin consent for ..
Click Yes button to grant consent for the requested permissions.

Status in the table of permissions should change to 'Granted'

“P" i Sliaiatt P e e O

Home > App registrations > TSG Timelog PSA app

= TSG Timelog PSA app | APl permissions  # i

‘ # Search | « () Refresh £ Got feedback?

[ g s " i

B overview Grant admin consent confirmation.

& Quickstart Do you want to grant consent for the requested permissions for all accounts in Timelog Connetor? This will update any existing admin consent records this application
' integration assistant already has to match what is listed below.

Manage

E2 eranding & properties
3 Authentication Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

Certificates & secrets G : 3
all the permissions the application needs. Learn more about permissions and consent

Token configuration

. -+ Add a permission /" Grant admin consent for Timelog Connetor
- AP| permissions

API / Permissions name Grant admin consent for Timelog Connetor Admin consent requ... Status

@ Expose an APl

B Approlas  Dynamics 365 Business Central (2)

B Owners APIReadWrite All Application  Full access to web services AP Yes 4 Notgranted for Timelo,,  +=+
& roles and:adminisirators app_access Application  Access according to the application's permissions in Dyna...  Yes 4 Notgranted for Timelo,,  +=+
M Manifest  Microsoft Graph (1) e

User.Read Delegated  Sign in and read user profile No W

Support + Troubleshooting

J’ Troubleshooting
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

& New support request




5. Certificates and secrets

Setup client secret (used in authorization code flow scenario and application scenario):

Go to 'Certificates & secrets' - 'Client secrets', click '+ New client secret'

il b i

Home » TSG Timelog PSA app

» TSG TimelLog PSA app | Certificates & secrets =

|P Search | A7 Got feedback?

B overview
& Quickstart

# Integration assistant

Manage
@ Appiication registration certificates, secrets and federated credentials can be faund in the tabs below.

= eranding & properties

D Authenticati
D authentication Certificates (0} Client secrets (0) ~ Federated credentials (0)

f& App roles ) . )
Mo client secrets have been created for this application.

£ owners
&

« Roles and administrators

Ml Manifest

Add some Description, choose 'Expires’ setting to 24 months and click 'Add’

P Search resources, services, and docs (G+/)

B overview

& Quickstart Credentials enable confidential applications to identify themselves to the authenti
scheme). For a higher level of assurance, we recommend using a certificate (instez

F Integration assistant

Manage
@ Application registration certificates, secrets and federated credentials can be fou

B eranding & properties
Q) Authenticati
D Authentication Certificates (0)  Client secrets (0)  Federated credentials (0)

Certificates & secrets
A secret string that the application uses to prove its identity when requesting at

1l Token configuration
2 APl permissions + New client secret
& Expose an AP| Description Expires Value G

i App roles . . -
Mo client secrets have been created for this application.

& Owners

& Roles and administrators

m

Manifest
Suppaort + Troubleshooting

e Troubleshooting

2 New support request

Home » App registrations > TSG Timelog PSA app Add a client secret
TSG TimeLog PSA app | Certificates & secrets =
Description
|)D Search ‘ « &7 Got feedback? Eupires

Secret ID

Certificates & secrets
@ A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
1! Token configuration
- AP| permissions + New client secret
@ Expose an AP Description Expires Value @
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elog2@timelogconn. [

TIMELOG CONNETOR (TIMELOG.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

timelog2@

TIMELOG CONNETOR (TIMELOG_. P

| Timelog BC key

| 24 months
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After secret is created, copy secret 'Value' and save for later when setting up the TimeLog to BC-
integration.

L , S

Home > T5G Timeleg PSA app

TSG Timelog PSA app | Certificates & secrets = X
|}7 Search | “« A7 Got feedback?
B overview

. . X
& Quickstart @ Gotasecond to give us some feedback? =
# Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
g
B Branding & properties
D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below, .
Certificates & secrets

It i
il Token canfiguration Certificates (0)  Client secrets (1)  Federated credentials (0)
S API permissions

R A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Expose an AP|

App roles T~ Mew client secret

& Owners Description Expires Value @ Copy to clipboard etiD
&, Roles and administrators Timelog BC key 1171172024 0-gBQ~EK6.F8rihaMnTh_hmiMaTrox95u... % 903ed00b-8835-4db0-9707-84d9%e1d7al... [ E!
M Manifest
Suppart + Troubleshooting

Copy the Client secret of the registered application. You will need this later when setting up the
TimelLog to BC-integration.

6. CopyclientID
Select Overview

Copy the Application (client) ID from the App registrations — Overview. You will need it when adding
the new client into your Business Central Microsoft Entra Applications

) , S

Home >
: i @ b
] TSG Timelog PSA app
|}7 Search | « @ Delete @ Endpoints & preview features
B ovenview -
A Essentials
4k Quickstart
Display name Client credentials
" Integrati stant 5 Timelog, rii 1
#  Integration assistan TSG Timelog PSA app Copy to clipboard 0 certificate, 1 secret
Application (client) ID Redirect URIs
Manage 73e8212f-beed-4835-b318-53807aale 1cf % 1web 05 ublic client
= Branding & properties Object ID Application 1D UR]
£ae634e9-b476-405f-9382-a7cb1bd80e7d Add an Application 1D URI
5) Authentication . N -
Directory {tenant) ID Managed application in local directory
Certificates & secrats be06ba03-d0d6-4d64-boef-2213d4d%eTe7 TSG Timelog PSA app

Suppaorted account types

il i
il Token configuration Mg Griginization Grdy

& APl permissions

@ Sesrting June 30th 2020 we wil no longer add any new festures o Azure Active Directory Authentication Library (ADAL) and Azure AD Graph, We will confinue to provide

technical support and security updates but we will no longer provide feature updates. Applicatians will need to be upgraded to Microsoft Authentication Library (MSAL)
and Microsoft Graph, Learn more

& Expose an AP|

. App roles

]

Owners .
Get Started ~ Documentation

+ Raoles and administrators

Be

Copy the Application (client) ID of the registered application. You will need in the Business Central
Microsoft Entra application setup.
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7. Install the TimeLog PSA app in your Business Central

Open Extension Marketplace from within your Business Central installation and search for TimelLog
PSA. Please be aware that you have the user rights to buy new applications to your Business Central.

Click Free trial and accept Microsoft license agreements and follow the guidelines.

When the TimeLog PSA app have been installed are you to run Setup TimelLog PSA in Assisted setup.

[ & Assisted Setup [ =
| |
O Search Actions ~~ = Y
I
Learn
A Title Completed more Description
~  Set up your company _ -
Set up exchange rates service Read View or update currencies and exchange r...
Enter company details Read Provide your company's name, address, lo...
Set up Value-Added Tax (VAT) Read Set up VAT to specify the rates to use to c...
Set up VAT Group Management Read VAT Group Management allows independ...
Set up VAT Group Management Read VAT Group Management allows independ...
Fetch users from Microsoft 365 _ Get the latest information about users and...
~  Install extensions to add features and int... _
Set up Timelog PSA Read Manage projects and time with TimelLog
Setup Graphical Inventory Profile Read Overview of future supply problems witho...
~  Get ready for the first invoice _
Set up outgoing email Read Set up the email accounts your business w...
Click on Setup TimeLog PSA and click @ o .
the slider next to Existing User, and | '
click Next. I i -
- | Timelog Install Guide S X B

 Setupyour
E

Set up exchll and exchange ra.
Enter compz T . I name, address, [og..
Set up Valug l I ' I e o g rates 10 use to cal..
Set up VAT allows independe...

Sét up VAT [allows independe...

Thank you for selecting TimeLog. We need some information to get started:

3 -
Fetch users 1ot users and .

Install extens

Existing Timelog User

&lﬂ% jith Timalog
Existing User

Setup Graph f problems withou...

DRSSOl (. fimelog User )
Set up oul éynur business wi...

|| A New User @) E
Customize documents 00K fi..
Process Co edger entries of t...
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Copy the Tenant ID key and save it for
later when setting up the integration
connection.

d Setup [N =

O Search Actions

(i78

<

Copy the Environment name and save S Tmelog Install Guide o

it for later when setting up the | Setup exchl | Bend excrange .
: . . i Enter comg] e name. address, log...
integration connection. TimeLog o

] Setup VAT @ {allows independe..

Set up VAT & [alicws independe...

Please copy the Tenantld and Enviroment below and go to our TimeLog Website

Click Next and Finish on the next S | RS
. . Install extens|  De08Da03-d0GE-4d64-bIef-e319d40929e7
window to close the TimelLog PSA ! L@ T s
configuration. Sewp Gl 0 —
Get sy 188 | Gy Emiroment to iphoard |
Set up outg€ # your business wi...
‘:Usi(\r'ﬂlidé Click here to open the Timelog website - :d’ucumznts N
Report on i Kl - | |
Process (an; ledger entries of t..

If your TimeLog installation is having multi legal entities activated, are you to run the Setup Timelog
PSA on each Business Central company that is to get connected to your Timelog installation and use
the unique Tenant ID and Environment name when setting up the connection.

8. Setup of Microsoft Entra Application in Business Central

Complete these steps to set up the Microsoft Entra application for service-to-service authentication
in Business Central.

In your Business Central client, search for Microsoft Entra Applications

%  Dynamics 365 Business Central g, Envronmens

MO Production

Timelog A/S Finance €8 Tell me what you want to do 2 X jos =

Customers Vendors Iltems Bank
microsoft entr’:{

Headling Go to Pages and Tasks
Find entries.. > Reports

e > Microsoft Entra Applications Administration
Hi, Thomas Si

Search for *microsoft entra’ Payments

Gudmandsen .

(%) Search Help

cel Reports

Search company data

e o Didn't find what you were looking for? Try exploring pages or exploring reports

Activities [y

Click New,

PE, Emironment

* Dynamics 365 Business Central

MO Production

Timelog A/S| ¢  wicrosoft Entra Applications o s

Customers  Ven s
O search @ ) Analyse -+ New Manage e Y =

Headline
Client ID Description State

. ‘ports

Hi, Th
{af30e371-ad4a-4097-88¢c1-5555e7adad6 ] Dynamics 365 Business Central for virtuelle ta... Disabled

( | u d I I {ea76fed3-daf0-4865-a0c5-28d40c168791a Anonyme eksterne brugere af Power Pages Disabled
{bf9c07cb-3385-4de3-a63a-b630340b14be} Godkendte eksterne Power Pages-brugere Disabled
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Past the copied Application (client) ID into Client ID, add a description name and change State to
Enable and click Yes to the new created user.

ﬁ Dynamics 365 Business Central

TN € MiccsofiEnial < Microsoft Entra Application Card @ [ i Saved
Cus = . &
. s @ Timelog PSA app
™ Efise hos ened ond the ..~
4" Grant Consent | More aptions
Hea
General e
i} - gel Reports
[eaTafeds-dafe Client 1D {c6c095b0-8b63-402e-938b-0a. Extension
C [bfac07cb-33851 Description TimeLog PSA app dpin 00nRnn G000 Boo0 S

Enabled h User information
Contact Information Disabled
P S User [D {2ee7be10-fc4d-496¢-959e-C5...

Act User Name TIMELOG PSA APP

saler ° You must set the State field te Disabled before you can ma. °

Add the User Group

€ Azure Active Directory Application Card (.})l =3 0| ./ Saved
e D365 AUTOMATION Timelog PSA app
° D365 BAS|C |SV +* Grant Consent Wore options
General
Client ID {6l $0acS) Extension
Do not add a com pany name to Description TimeLog PSA app #op 1D [00DI00G0-0000-0300-0000-000000000000)
- App Mame
the added user groups. ' reoee N
This is selected when o = -~
. X . X User Name TIMELOG PSA APP
Conflgu rng the BC | ntegratl on You must set the State feld to Disabled before you can make changes to this app.
in TimelLog system
administration. grerrous | Maree oo
Code? Name Company Name T
= | D385 AUTOMATION : Dynamics 363 Automation Left blank
D365 BASIC ISV D363 Basic ISV-adgang Left blank

and User Permission Sets User Permission Sets Manage =]

Permission Set © Description Company * Extension Name Permission Scope
hd D365 BAS I C ISV ~> | D365 AUTOMATION  :  Dynamics 365 Autom... Base Application System
° D365 A UTO MATI o N D365 BASIC ISV Dyn. 365 Basic ISV Acc. Base Appiication System

SCBTIMELOGPSAC... TimeLog PSA CORE Timelog A/S Timelog PSA CORE System

[ ] SC BTI M E LOG PSACO R ESET SCBTIMELOGPSAD... Timelog PSA DK Timelog A/S Timelog PSA DK System
e SCBTIMELOGPSADKSET

If you have other apps installed in your Business Central installation, will you perhaps be needing to
add additional permissions or the superuser permission SUPER (DATA) to your User Permissions
Sets.

The added TimelLog PSA is now added in your Business Central Active Directory and you are now
ready to install the TimelLog PSA app and run the setup
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9. Timelog - BC integration connection configuration

Add the Business central integration in TimeLog System administration >> Integrations and APl >>
Integrations and click Configure Business Central.

Add the copied credentials into the related fields in the user interface.

¢ System administration BacktoTimelog (B &

®Y System administration
Microsoft Dynamics 365 Business Central integration setup

Search Q i Fie: 2 _ .
Streamline your processes, make smarter decisions, and accelerate growth with Dynamics 365 Business Central—a comprehensive business

management solution designed for small to medium-sized businesses.

83 Set up Timelog here
This integration is connected to the legal entity TimeLog SE.
Microsoft Dynamics 365

(@3 Time and expense registrations v (®) Connection Not established "@"' Business Central

@ Integration Disabled

Approval processes ~ 7 5 <
Ib PP p Setup of integration to Microsoft Dynamics 365
& Business Central
& Reports v Tenant 1D ; -
. . In order to create a connection between TimeLog and
— Copied from BC Assisted Setup Business Central, you must indicate the login
= infarmation for your Business Central account,
. i fi 5 Central i

Environment
& Employess o 5 - Read more about Microsoft Dynamics 365 Business
=2 oy Copied from BC Assisted Setup Central hare
@ Finance v Client ID

Copiedin step 6

B customers ~

Client secret
43 Integrations and API v

Copied in step 5

[ General settings ~
Connect

When you have added the credentials information in the four fields are you to click Connect to
establish the connection to your Business Central and you get access to the Business Central
integration configuration.

Click the question icon @ in the top right corner to open the integration configuration guide in our
Help Center.



